
Cryptanalysis of RSA Signatures with Fixed-Pattern PaddingEri Brier1, Christophe Clavier1, Jean-S�ebastien Coron2, and David Naahe21 Gemplus Card InternationalPar d'Ativit�es de G�emenos, B.P. 100, 13881 G�emenos Cedex, Franeferi.brier, hristophe.lavierg�gemplus.om2 Gemplus Card International34 rue Guynemer, 92447 Issy-les-Moulineaux, Franefjean-sebastien.oron, david.naaheg�gemplus.omAbstrat. A �xed-pattern padding onsists in onatenating to the message m a �xed pat-tern P . The RSA signature is then obtained by omputing (P jm)d mod N where d is theprivate exponent and N the modulus. In Eurorypt '97, Girault and Misarsky showed thatthe size of P must be at least half the size of N (in other words the parameter on�gurationsjP j < jN j=2 are inseure) but the seurity of RSA �xed-pattern padding remained unknownfor jP j > jN j=2. In this paper we show that the size of P must be at least two-thirds of thesize of N , i.e. we show that jP j < 2jN j=3 is inseure.Key-words: RSA signatures, �xed-pattern padding, aÆne redundany.1 IntrodutionRSA was invented in 1977 by Rivest, Shamir and Adleman [8℄, and is now the most widelyused publi-key ryptosytem. RSA is ommonly used for providing privay and authentiityof digital data, and seuring web traÆ between servers and browsers.A very ommon pratie for signing with RSA is to �rst hash the message, add somepadding, and then raise the result to the power of the deryption exponent. This paradigmis the basis of numerous standards suh as PKCS #1 v2.0 [9℄.In this paper, we onsider RSA signatures with �xed-pattern padding, without usinga hash funtion. To sign a message m, the signer onatenates a �xed padding P to themessage, and the signature is obtained by omputing:s = (P jm)d mod Nwhere d is the private exponent and N the modulus.More generally, we onsider RSA signatures in whih a simple aÆne redundany is used.To sign a message m, the signer �rst omputes:R(m) = ! �m+ a where �w is the multipliative redundanya is the additive redundany (1)The signature of m is then: s = R(m)d mod NA left-padded redundany sheme P jm is obtained by taking ! = 1 and a = P � 2`, whereasa right-padding redundany sheme mjP is obtained by taking ! = 2` and a = P .No proof of seurity is known for RSA signatures with aÆne redundany, and severalattaks on suh formats have appeared (see [6℄ for a thorough survey). At Crypto '85, DeJonge and Chaum [1℄ exhibited a multipliative attak against RSA signatures with aÆne



2 jN j=3 2jN j=3 ������������������! ��������������������������������������!FF : : : : : : : : : : : : : : : FF16 MessageFig. 1. Example of an RSA padding forgeable by De Jonge and Chaum's method where ! = 1 and a =FF : : : FF 00 : : : 0016 jN j=2 jN j=2 ����������������������������! ����������������������������!FF : : : : : : : : : : : : : : : : : : : : : : : : : : : FF16 MessageFig. 2. Example of an RSA padding forgeable by Girault and Misarsky's method where ! = 1 and a =FF : : : FF 00 : : : 0016redundany, based on the extended Eulidean algorithm. Their attak applies when themultipliative redundany ! is equal to one and the size of the message is at least two-thirds of the size of the RSA modulus N .jmessagej � 23 jN jFor example, a signature an be forged if one uses the aÆne redundany of �gure 1.De Jonge and Chaum's attak was extended by Girault and Misarsky [2℄ at Eurorypt'97, using Okamoto-Shiraishi's algorithm [7℄, whih is an extension of the extended Eulideanalgorithm. They inreased the �eld of appliation of multipliative attaks on RSA signatureswith aÆne redundany as their attak applies to any value of ! and a, when the size of themessage is at least half the size of the modulus (refer to �gure 2 for an illustration):jmessagej � 12 jN jGirault and Misarsky also extended the multipliative attaks to RSA signatures withmodular redundany:R(m) = !1 �m+!2 � (m mod b)+a where 8<:w1; w2 is the multipliative redundanya is the additive redundanyb is the modular redundany (2)In this ase, the size of the message must be at least half the size of the modulus plus thesize of the modular redundany.Finally, Girault and Misarsky's attak was extended by Misarsky [5℄ at Crypto '97 to aredundany funtion in whih the message m and the modular redundany m mod b an besplit into di�erent parts, using the LLL algorithm [4℄. The attak applies when the size ofthe message is at least half the size of the modulus plus the size of the modular redundany.In this paper, we extend Girault and Misarsky's attak against RSA signatures withaÆne redundany to messages of size as small as one third of the size of the modulus, asillustrated in �gure 3. jmessagej � 13 jN jAs Girault and Misarsky's attak, our attak applies for any w and a and runs in polynomialtime. However, our attak is existential only, as we annot hoose the message the signatureof whih we forge, whereas Girault and Misarsky's attak is seletive: they an hoose themessage whih signature is forged.



32jN j=3 jN j=3 ��������������������������������������! ������������������!FF : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : FF16 MessageFig. 3. Example of an RSA padding forgeable by our tehnique where the ! is equal to one and a =FF : : : FF 00 : : : 00162 The new attakIn this setion we extend Girault and Misarsky's multipliative attak on RSA signatureswith aÆne redundany, to messages of size as small as one third of the size of N . A multi-pliative attak is an attak in whih the redundany funtion of a message an be expressedas a multipliative ombination of the redundany funtions of other messages. So we lookfor four distint messages m1, m2, m3 and m4, eah as small as one third of the size of themodulus, suh that: R(m1) �R(m2) = R(m3) �R(m4) mod N (3)Then, using the signatures of m2, m3 and m4, one an forge the signature of m1 by:R(m1)d = R(m3)d �R(m4)dR(m2)d mod NFrom (3) we obtain:(! �m1 + a) � (! �m2 + a) = (! �m3 + a) � (! �m4 + a) mod NDenoting P = a=! mod N , we obtain:(P +m1) � (P +m2) = (P +m3) � (P +m4) mod Nand letting: t =m3 y =m2 �m3x =m1 �m3 z =m4 �m1 �m2 +m3 (4)we obtain: ((P + t) + x) � ((P + t) + y) = (P + t) � ((P + t) + x+ y + z) mod Nwhih simpli�es into: x � y = (P + t) � z mod N (5)Our goal is onsequently to �nd four integers x, y, z and t, eah as small as one third of thesize of N , satisfying equation (5).First, we obtain two integers z and u suh thatP � z = u mod N with (�N 13 < z < N 130 < u < 2 �N 23As noted in [3℄, this is equivalent to �nding a good approximation of the fration P=N , andan be done eÆiently by developing it in ontinued frations, i.e. applying the extendedEulidean algorithm to P and N . A solution is found suh that jzj < Z and 0 < u < U ifZ � U > N , whih is the ase here with Z = N 13 and U = 2 �N 23 .



4 We then selet an integer y suh that N 13 � y � 2 � N 13 and gd(y; z) = 1. We �nd thenon-negative integer t < y suh that: t � z = �u mod ywhih is possible sine gd(y; z) = 1. Then we takex = u+ t � zy � 4N 13and obtain: P � z = u = x � y � t � z mod Nwhih gives equation (5), with x, y, z and t being all smaller than 4 � N 13 . From x, y, z, twe derive using (4) four messages m1, m2, m3 and m4, eah of size one third the size of N :m1 = x+ t m2 = y + tm3 = t m4 = x+ y + z + t (6)Sine �N1=3 < z < N1=3 and y � N1=3, we have y + z > 0, whih gives using u � 0 :x+ t = u+ t � (y + z)y � 0whih shows that the four integers m1, m2, m3 and m3 are non-negative, and we haveR(m1) �R(m2) = R(m3) �R(m4) mod NThe omplexity of our attak is polynomial in the size of N . In appendix we give anexample of suh a forgery omputed using RSA Laboratories' oÆial 1024-bits hallenge-modulus RSA-309.3 Extension to seletive forgeryThe attak of the previous setion is only existential: we an not hoose the message tobe forged. In this setion we show how we an make the forgery seletive, but in this asethe attak is no longer polynomial. Let m3 be the message whih signature must be forged.Letting x, y, z and t as in (4), we ompute two integers z and u suh that(P + t) � z = u mod N with (�N 13 < z < N 130 < u < 2 �N 23We then fator u, and try to write u as the produt x � y of two integers of roughly the samesize, so that eventually we have four integers x, y, z, t of size roughly one third of the sizeof the modulus, with: x � y = (P + t) � z mod Nwhih gives R(m1) �R(m2) = R(m3) �R(m4) mod NThe signature of m3 an now be forged using the signatures of m1, m2 andm4. For a 512-bitmodulus the seletive forgery attak is truly pratial. For a 1024-bit modulus the attak ismore demanding but still feasible.



54 ConlusionWe have extended Girault and Misarsky's attak on RSA signatures with aÆne redundany:we desribed a hosen message attak against RSA signatures with aÆne redundany formessages as small as one third of the size of the modulus. Consequently, when using a�xed padding P jm or mjP , the size of P must be at least two-thirds of the size of N . Ourattak is polynomial in the length of the modulus. It remains an open problem to extendthis attak to even smaller messages (or, equivalently, to bigger �xed-pattern onstants):we do not know if there exists a polynomial time attak against RSA signatures with aÆneredundany for messages shorter than one third of the size of the modulus. However, wethink that exploring to what extent aÆne padding is malleable inreases our understandingof RSA's properties and limitations.Aknowledgements. We would like to thank Christophe Tymen, Pasal Paillier, HelenaHandshuh and Alexey Kirihenko for helpful disussions and the anonymous referees fortheir onstrutive omments.Referenes1. W. De Jonge and D. Chaum, Attaks on some RSA signatures. Proeedings of Crypto '85, LNCS vol.218, Springer-Verlag, 1986, pp. 18-27.2. M. Girault and J.-F. Misarksy, Seletive forgery of RSA signatures using redundany, Proeedings ofEurorypt '97, LNCS vol. 1233, Springer-Verlag, 1997, pp. 495{507.3. M. Girault, P. ToÆn and B. Vall�ee, Computation of approximation L-th roots modulo n and appliationto ryptography, Proeedings of Crypto '88, LNCS vol. 403, Springer-Verlag, 1988, pp. 100{117.4. A. K. Lenstra, H.W. Lenstra and L. Lov�asz, Fatoring polynomials with rational oeÆients, Mathema-tishe Annalen, vol. 261, n. 4, 1982, pp. 515{534.5. J.-F. Misarsky, A multipliative attak using LLL algorithm on RSA signatures with redundany, Pro-eedings of Crypto '97, LNCS vol. 1294, Springer-Verlag, pp. 221{234.6. J.-F. Misarsky, How (not) to design RSA signature shemes, Publi-key ryptography, Springer-Verlag,Letures notes in omputer siene 1431, pp. 14{28, 1998.7. T. Okamoto and A. Shiraishi, A fast signature sheme based on quadrati inequalities, Pro. of the 1985Symposium on Seurity and Privay, April 1985, Oakland, CA.8. R. Rivest, A. Shamir and L. Adleman, A method for obtaining digital signatures and publi key ryp-tosystems, CACM 21, 1978.9. RSA Laboratories, PKCS #1 : RSA ryptography spei�ations, version 2.0, September 1998.A A pratial forgeryWe desribe a pratial forgery with ! = 1 and a = 21023� 2352, the modulus N being RSALaboratories oÆal hallenge RSA-309, whih fatorisation is still unknown.



6 N = RSA-309= bdd14965 645e9e42 e7f6586 f3e473 69d246 451714e b182305b 0fd6ed47d84b9a6 10172fb5 6dae2f89 fa40e79 521e3f9 7ea12ff7 3248181 eba33b55212378b 579ae662 7b0821 30955234 e5b26a3e 425b125 4326173d 5f4e25a6d2e172fe 62d81ed 29f362b 982f3065 0881e46 b7d52f14 885eef9 03076a5R(m1) = 7fffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffffffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffffffffffff ffffffff ffffffff ffffffff ffffffff 00415df4 a4219b6 ea5fa8e4e2eabf 61348b80 e7ba7 3d1f57 249e1519 9412886a f762206 d1409d6R(m2) = 7fffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffffffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffffffffffff ffffffff ffffffff ffffffff ffffffff 00127f44 f753253a a0348be7826e893f 693032db 2194dbb 3b81e12 630b66d3 1448a3f4 7fd2d34f b28aefd6R(m3) = 7fffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffffffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffffffffffff ffffffff ffffffff ffffffff ffffffff 00781bd4 e0918a7 308fff78f64044 a35b4937 36d37d7 93f281b5 fdd0a951 52a0479b 57dd73b2 25b6df85R(m4) = 7fffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffffffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffff ffffffffffffffff ffffffff ffffffff ffffffff ffffffff 000919fd 86e5afe 7f11940e08278 03be05bb 71f8de48 61d6d5f 0feb036d a1ff2f8b 5f596108 3d142538We obtain: R(m1) �R(m2) = R(m3) �R(m4) mod Nwhere messages m1, m2, m3 and m4 are as small as one third of the size of the modulus.


