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Abstract—At CHES 2008, Vigilant proposed an effi-
cient way of implementing a CRT-RSA resistant against
Fault Analysis. In this paper, we investigate the fault-
resistance of this scheme and we show that it is not
immune to fault injection. Indeed, we highlight two
weaknesses which can lead an attacker to recover the
whole private key by using only one faulty signature.
We also suggest some modifications with a negligible
cost to improve the fault-resistance of Vigilant’s scheme.
Therefore the scheme including modifications remains
suited to embedded device constraints.
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I. INTRODUCTION

As well as being the first practical public-key cryp-
tosystem published, RSA [19] has also been the most
widely used for many years. One of the main par-
ticularities of RSA is that it can be used in both
encryption and signature mode. Indeed, decryption and
signature (resp. encryption and verification) operations
are exactly the same.

Let us denote by N the RSA public modulus which
is the product of two large prime numbers p and q. In
the following we denote by e (resp. by d) the public
(resp. private) exponent, the pair (e, d) satisfying the
relationship e ⋅ d ≡ 1 (mod lcm(p− 1, q − 1)).

The standard way of computing an RSA signature S
of a message m consists in a modular exponentiation
with the private exponent: S = md mod N . The corre-
sponding signature verification is done by comparing

the message m with the signature S raised to the power
of the public exponent: m =? Se mod N .

In order to improve the performance, the signature
is very often computed by using the so-called CRT-
RSA which takes advantage of the CRT-recombination
proposed by Garner in [10]. Let us denote by dp (resp.
dq) the value d mod p− 1 (resp. d mod q − 1) and iq
the inverse of q modulo p. In the case of CRT-RSA, the
public key is the pair (e,N) and the private key is the
quintuplet (p, q, dp, dq, iq). To compute the signature
in this case, the message is raised to the power of
dp modulo p then to the power of dq modulo q. The
corresponding results Sp and Sq are then combined
by using Garner’s formula to obtain the signature:
S = Sq + q(iq(Sp − Sq) mod p).

If used exactly as described above, the RSA is
subject to multiple attacks from a theoretical point of
view. Indeed, it is possible under some assumptions
to recover some information on the plaintext from the
ciphertext or to forge fake signatures. To ensure its
security, the RSA must be used according to a protocol
which mainly consists in formatting the message. Ex-
amples of such protocols are the encryption protocol
OAEP and the signature protocol PSS, both of them
being proved secure and included in the standard PKCS
#1 V2.1 [17].

From a practical point of view, RSA is also subject
to many attacks if straightforwardly implemented. For
instance, Simple Power Analysis, Differential Power
Analysis [15] or Fault Analysis (FA) [4] can be used



to recover the RSA private key. To counteract these
attacks, many countermeasures have been published
over the last decade, e.g. [7], [12], [11].

This paper investigates the security of the coun-
termeasure proposed by Vigilant at CHES 2008 [21]
which is one of the most efficient methods published
so far to prevent Fault Analysis on CRT-RSA. The rest
of this paper is organized as follows. In Section II,
we review known fault attacks and countermeasures
on CRT-RSA. Section III presents in detail Vigilant’s
scheme. Section IV highlights two weaknesses of Vig-
ilant’s method. We then explain how such weaknesses
can be used by an attacker to recover the private key
by using only one faulty signature. Moreover, we show
a practical application of one of these attacks on a
smart card. Section V presents simple countermeasures
to strengthen the original method against fault attacks.
Finally, Section VI concludes this paper.

II. FAULT ATTACKS AND COUNTERMEASURES ON

CRT-RSA

In 1996, Boneh, DeMillo and Lipton were the first to
present a fault attack on RSA in both standard and CRT
mode [4]. In the case of CRT-RSA, if a fault is induced
during the computation of Sp then an erroneous value
S̃p is used during the CRT-recombination leading to
an erroneous signature S̃. As S ≡ Sp (mod p) and
S ≡ Sq (mod q), they noticed that S̃ ≡ S (mod q)

but S̃ ∕≡ S (mod p). Therefore, if p does not divide
S − S̃ (which is always the case in practice) then the
secret parameter q can be easily obtained by computing
the GCD of S− S̃ and N . The other secret parameters
of the private key p, dp, dq and iq can then be easily
computed. The attack works similarly if a fault is
induced during the computation of Sq.

A few months later, Lenstra improved this at-
tack [16]: if a fault is induced during the computation
of Sp then S̃e ≡ m (mod q) and S̃e ∕≡ m (mod p).
Therefore, the secret parameter q can be obtained by
computing the GCD of S̃e − m and N . By using
this attack, only one execution of the cryptographic
algorithm is required to recover the private key. This
method is very useful when the attacker cannot sign
the same message twice due to protocol restrictions.

However, the attack above does not apply when the
message is partially unknown to the attacker. Recently,
Coron et al. published an attack [8] which allows the
attacker to recover the private key in such a context.

An obvious countermeasure to thwart these attacks
is to verify the signature by using the public key
(e,N). This method, which implies a second modular
exponentiation, is very costly if the public exponent e
is large. Moreover, the public exponent is not always
available, such as in JavaCard context.

To bypass this inconvenience, Shamir proposed
in [20] another method. He suggested to choose a
small integer r and to compute Spr = md mod pr
and Sqr = md mod qr. The integrity of these two
exponentiations is then ensured by testing whether
Spr ≡ Sqr (mod r) before combining Spr and Sqr
with the CRT-recombination formula. However, this
method does not protect the CRT-recombination; this
has been exploited by Aumüller et al. in [1] to break
this scheme. Shamir’s method has then been improved
in [24], [1], [3], [6], [14], [13] but all these methods
have been broken in [23], [25], [22], [2], [9], [9]
respectively. Amongst Shamir’s method variants, only
one algorithm is satisfactory from a security point of
view: the one proposed by Vigilant [21] at CHES 2008.

Another methodology has been proposed by Giraud
in which the fault detection comes from the expo-
nentiation algorithm itself [11]. He pointed out that
by using the Montgomery powering ladder [12] to
compute md mod N , both values md−1 mod N and
md mod N are available at the end of the computation.
These values can then be used to verify the integrity
of the exponentiation by testing if m times the first
value is equal to the second one. This method has
been extended by Boscher et al. to a right-to-left
exponentiation algorithm [5] and it has been improved
by Rivain in [18].

As explained above, very few schemes offered an
efficient way of protecting CRT-RSA against fault
attacks without using the public exponent. In the next
section, we describe in detail one of them.

III. VIGILANT’S CRT-RSA

Vigilant proposed at CHES 2008 an efficient method
to protect a modular exponentiation against fault at-
tacks and extended this result to the case of CRT-
RSA [21]. As pointed out by Rivain in [18], compared
to other techniques, Vigilant’s countermeasure seems
to be one of the most cost-effective regarding all
embedded device constraints. Indeed in this method,
the public exponent is not required, there is no pre-
computation, no extra parameters and no need of a per-



sonalization incompatible with the JavaCard standard.
Moreover, the overhead added by the countermeasure
in terms of performance and memory consumption is
acceptable.

A. Vigilant’s generic secure exponentiation

The principle of Vigilant’s secure exponentiation
method consists in computing md mod N in ℤNr2

where r is a small random integer coprime with N .
Then the base m is transformed into m′ such that:

m′ ≡

{
m mod N

1 + r mod r2

This implies that:

S′ = m′d mod Nr2 ≡

{
md mod N

1 + dr mod r2

Therefore a consistency check of the result S′ can be
performed modulo r2 from d and r. If the verification
S′ = 1+dr mod r2 is successful, then the final result
S = S′ mod N is returned.

B. Vigilant’s application to RSA with CRT

The application to RSA with CRT is derived from
Shamir’s method published in 1997 [20]. The principle
is to perform both half-exponentiations modulo pr2

and qr2. Therefore it is possible to perform a final
consistency check after recombination, guaranteeing
that no error occurred during the computations of Sp or
Sq and during the recombination. Algorithm 1 explains
the steps to perform more precisely; this figure is a pure
copy of Vigilant’s scheme found in [21].

This method has some real advantages:

∙ No special property is needed on the random
integer r except to be odd and of enough entropy;

∙ No precomputation is needed;
∙ Only p, q, dp, dq, iq and the input message m are

needed for the calculation. No extra parameter is
required;

∙ The overhead for the performance and the mem-
ory consumption implied by the countermeasure
is reasonable.

Algorithm 1 Vigilant’s CRT-RSA scheme [21]

INPUTS: The message to sign m, the private key
(p, q, dp, dq, iq), a 32-bit random integer r, four 64-bit
random integers R1, R2, R3 and R4

OUTPUT: The signature S = md mod N

1. p′ = pr2, mp = m mod p′

2. ipr = p−1 mod r2, �p = pipr and �p = 1− �p mod p′

3. m̂p = �pmp + �p(1 + r) mod p′

4. if (m̂p ∕= m mod p) then
5. return error
6. d′p = dp +R1(p− 1)

7. Spr = m̂
d′
p

p mod p′

8. if (d′p ∕= dp mod p− 1) then
9. return error
10. if (�pSpr ∕= �p(1 + d′pr) mod p′) then
11. return error
12. S′p = Spr − �p(1 + d′pr −R3)

13. q′ = qr2, mq = m mod q′

14. iqr = q−1 mod r2, �q = qiqr and �q = 1− �q mod q′

15. m̂q = �qmq + �q(1 + r) mod q′

16. if (m̂q ∕= m mod q) then
17. return error
18. if (mp mod r2 ∕= mq mod r2) then
19. return error
20. d′q = dq +R2(q − 1)

21. Sqr = m̂
d′
q

q mod q′

22. if (d′q ∕= dq mod q − 1) then
23. return error
24. if (�qSqr ∕= �q(1 + d′qr) mod q′) then
25. return error
26. S′q = Sqr − �q(1 + d′qr −R4)

27. S = S′q + q(iq(S
′
p − S′q) mod p′)

28. N = pq

29. if (N [S −R4 − qiq(R3 −R4)] ∕= 0 mod Nr2) then
30. return error
31. if (qiq ∕= 1 mod p) then
32. return error
33. return S mod N

IV. DESCRIPTION OF TWO FAULT ATTACKS ON

VIGILANT’S CRT-RSA

After recalling the fault model assumptions made
in [21], we present two attacks on Algorithm 1. These
attacks are very efficient since only one faulty signature
allows us to recover the whole private key. Finally, we
present practical results of the first attack.



A. Fault Model

In [21], it is claimed that Algorithm 1 is meant to
resist fault attacks under the following fault model. The
attacker can:
∙ modify a value in memory obtaining a totally

random result uncorrelated to the original value
(as known as permanent fault);

∙ modify a value when it is handled in local regis-
ters, without modifying the global value in mem-
ory. The value handled obtained is fully random
looking to the attacker and uncorrelated to the
original value (as known as transient fault);

but he cannot:
∙ modify the code execution. Processor instructions

cannot be replaced or removed while executing
code;

∙ inject a permanent fault in the input elements, the
message m or in the key (p, q, dp, dq, iq);

∙ change the Boolean result of a conditional check.
An expression “if a = b” has a result true or false
that cannot be modified.

In the following section, we show that Algorithm 1
is vulnerable to fault attacks in accordance with this
fault model.

B. Disturbance of Modulus Computation

The attack presented in this section is based on the
fact that the integrity of the modulus computation is
never checked during Algorithm 1. Indeed, we consider
the test of step 29 ; it is checked that:

N [S −R4 − qiq(R3 −R4)] mod Nr2 = 0 (1)

otherwise an error is returned. Our crucial observation
is that this test is actually independent of N ; namely
for any value of N it is equivalent to:

S −R4 − qiq(R3 −R4) = 0 mod r2

Therefore if we can induce a fault when computing
N = pq just before this test, then equality (1) will
still be valid with the faulty Ñ and eventually a faulty
signature S̃ = S mod Ñ will be returned.

More precisely, we induce a transient fault on p
when N = pq is computed at the previous step. This
means that Ñ = p̃q is computed instead of N = pq,
where p̃ is a random value. Since this is a transient
fault the global value of p is not modified in memory;
this implies that the equality qiq = 1 mod p that is

checked later is still valid. As explained previously the
equality:

Ñ [S −R4 − qiq(R3 −R4)] = 0 mod Ñr2

is still valid even for the faulty Ñ . Therefore a faulty
signature:

S̃ = S mod Ñ = S mod p̃q

is returned. Since the signature S̃ is faulty modulo p but
correct modulo q, with very high probability a single
gcd computation enables to recover the factorization of
N :

gcd(S̃e −m, N) = q

We note that a transient fault on q when computing
N = pq also gives the factorization of N .

At this step, one can wonder about the pertinence of
this fault model in practice. To answer this question we
present in Algorithm 2 the classical long integer mul-
tiplication algorithm. Typically, such a multiplication
is performed on smart cards by a crypto-coprocessor
based on a t-bit × t-bit hardware multiplier, which
provides dedicated operations for long integers. In the
following, we denote by Ri’s the t-bit internal registers
of the crypto-coprocessor and by (xk−1xk−2 . . . x1x0)b
the decomposition of the integer x in base b = 2t.

Algorithm 2 Long Integer Multiplication

INPUTS:
x = (xk−1xk−2 . . . x1x0)b,
y = (yk−1yk−2 . . . y1y0)b

OUTPUT: z = x× y

1. for i from 0 to 2k − 1 do
2. zi ← 0

3. for i from 0 to k − 1 do
4. R0 ← 0

5. R1 ← yi
6. for j from 0 to k − 1 do
7. R2 ← xj
8. R3 ← zi+j

9. (R5R4)b ← R3 +R2 ×R1 +R0

10. zi+j ← R4

11. R0 ← R5

12. zi+k ← R5

13. return z

By analyzing Algorithm 2, one can observe that
by disturbing step 5 which represents the loading



of the value yi into a crypto-coprocessor register,
an attacker obtains kx as output, k being equal to
(yk−1 . . . yi+1kiyi−1 . . . y0)b where ki is a t-bit random
value. This proves the practicality of our fault model.

C. Disturbance of p− 1 or q − 1 Computation

In this section, we present another transient fault
attack on Algorithm 1. Our second attack is based on
the fact that the integrity of the p − 1 computation is
not verified throughout Algorithm 1. Therefore, if the
computation of p− 1 is disturbed during step 6 then it
leads to a faulty exponent d̃′p which is used to compute
a faulty signature S̃. Therefore this faulty signature S̃
is not congruent to Sp modulo p and it is congruent
to Sq modulo q. The secret parameter q can thus be
recovered by computing the GCD of S̃e −m mod N
and N . This attack works similarly if the subtraction
q − 1 is disturbed during step 20.

For this attack to succeed, we need to make the weak
assumptions that:
∙ the value p − 1 computed during step 6 is kept

in memory up to step 8 (i.e. is not recomputed
at step 8). This hypothesis is realistic since this
is the more efficient way of implementing steps
6 to 8 and no particular information on this
computation is given in [21].

∙ and that the value p−1 (resp. q−1) is not used for
further steps after half exponentiations. Indeed, if
the values p and q used for the final check qiq = 1
mod p are recomputed from the values p− 1 and
q−1 already present in memory, this attack would
be detected.

Finally, the corresponding fault model can be seen as
the injection of a transient fault in a crypto-coprocessor
register during the subtraction, which complies with
Vigilant’s fault model.

D. The First Attack in Practice

We have implemented Algorithm 1 on a smart card
equipped with an 8-bit CPU and a 32-bit crypto-
coprocessor. By observing the power consumption of
this device during the execution of Algorithm 1, we
obtain Figure 1 where the top curve corresponds to
the I/O and the bottom curve correspond to the power
consumption of the card.

One can observe two similar patterns corresponding
to the computation of S′p and of S′q. These patterns

S′
p S′

q CRT

Figure 1. Power consumption observed during Algorithm 1
execution.

are followed by the signal corresponding to the CRT-
recombination execution. When focusing on the latter
we obtain the signals depicted in Figure 2 where the
modulus computation of step 28 is identified by the
arrow.

Step 28

Figure 2. Power consumption observed during the CRT-
recombination.

By observing Figure 2, one can note three main lev-
els of power consumption. The lowest one corresponds
to CPU operations and the other ones correspond to
crypto-processor operations.

By using a laser, we succeeded in disturbing the mul-
tiplication between p and q such that the corresponding
faulty signature allows us to obtain the secret parameter
p by using the method described in Section IV-B.

V. OUR COUNTERMEASURES

In this section, we suggest some modifications to
Algorithm 1 to resist the attacks previously described.

Regarding the attack presented in Section IV-B, one
has to verify the integrity of the modulus computation



during step 28. This integrity check can be performed
in many ways:
∙ The verification N [S − R4 − qiq(R3 −
R4)] mod Nr2 = 0 can be replaced by
pq[S − R4 − qiq(R3 − R4)] mod Nr2 = 0. The
modification of N into a faulty Ñ would then
be detected by this verification with very high
probability. Namely for a faulty Ñ we have
p ⋅ q ∕= 0 mod Ñ with very high probability.

∙ We pick a random integer R and we compute
Rp = p mod R, Rq = q mod R and RN = Rp ⋅
Rq mod R. Before returning the result modulo
N , it can be also verified that N mod R = RN .
R is for example a 32-bit integer. The detection
probability of a fault injection in N would be
detected with a probability about 1− 1

∣R∣ .
∙ A test N ⋅ iqr = p mod r2 could also be added

before returning the result.
To prevent the attack described in Section IV-C, the

developer can recompute the value p− 1 (resp. q − 1)
in step 8 (resp. in step 22). Since permanent faults
on the private key parameters are not considered in
Vigilant’s fault model, such double computations make
Algorithm 1 resistant against the attack described in
Section IV-C.

We describe in Algorithm 3 our secure version of
Vigilant’s scheme. One may note that the cost of our
countermeasures is negligible, since only one modular
multiplication and two subtractions have been added
and no memory extra buffer is required. Therefore even
with this extra countermeasure, the Vigilant’s scheme
remains efficient and suited to embedded devices.

VI. CONCLUSION

This paper discusses the fault-resistance security of
Vigilant’s scheme proposed at CHES 2008. We have
underlined two weaknesses which can be exploited
by an attacker to recover the whole private key by
using only one faulty signature. We have also sug-
gested simple countermeasures to strengthen Vigilant’s
scheme. Since our countermeasures have a negligible
cost, the scheme remains well-suited to embedded
device constraints.

This paper shows that the security proof of Al-
gorithm 1 is incomplete in the original paper. For-
mal proof of the FA-resistance of Vigilant’s scheme
including our countermeasures is still an open (and
challenging) issue.

Algorithm 3 Improved Vigilant’s CRT-RSA scheme

INPUTS: The message to sign m, the private key
(p, q, dp, dq, iq), a 32-bit random integer r, four 64-bit
random integers R1, R2, R3 and R4

OUTPUT: The signature S = md mod N

1. p′ = pr2, mp = m mod p′

2. ipr = p−1 mod r2, �p = pipr and �p = 1− �p mod p′

3. m̂p = �pmp + �p(1 + r) mod p′

4. if (m̂p ∕= m mod p) then
5. return error
6. pminusone = p− 1

7. d′p = dp +R1pminusone

8. Spr = m̂
d′
p

p mod p′

9. pminusone = p− 1

10. if (d′p ∕= dp mod pminusone) then
11. return error
12. if (�pSpr ∕= �p(1 + d′pr) mod p′) then
13. return error
14. S′p = Spr − �p(1 + d′pr −R3)

15. q′ = qr2, mq = m mod q′

16. iqr = q−1 mod r2, �q = qiqr and �q = 1− �q mod q′

17. m̂q = �qmq + �q(1 + r) mod q′

18. if (m̂q ∕= m mod q) then
19. return error
20. if (mp mod r2 ∕= mq mod r2) then
21. return error
22. qminusone = q − 1

23. d′q = dq +R2qminusone

24. Sqr = m̂
d′
q

q mod q′

25. qminusone = q − 1

26. if (d′q ∕= dq mod qminusone) then
27. return error
28. if (�qSqr ∕= �q(1 + d′qr) mod q′) then
29. return error
30. S′q = Sqr − �q(1 + d′qr −R4)

31. S = S′q + q(iq(S
′
p − S′q) mod p′)

32. N = pq

33. if (pq[S −R4 − qiq(R3 −R4)] ∕= 0 mod Nr2) then
34. return error
35. if (qiq ∕= 1 mod p) then
36. return error
37. return S mod N
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