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(57) ABSTRACT

An encryption method in which a clear message (m) is
formatted with a formatting function (p), and in which the
result of the formatting step is exponentiated using a public
key (N, e) in accordance with the relationship c=(m)® mod
N, ¢ being an encrypted message, L(m) being the result of
the formatting step, and e and N elements of the public key.
The formatting function () is the PSS function. The inven-
tion 1s applicable to cryptography, for example of RSA type,
for smart cards for instance.
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DATA ENCRYPTION METHOD CRYPTOGRAPHIC
SYSTEM AND ASSOCIATED COMPONENT

[0001] The invention concerns an enciphering method,
and an associated cryptographic system, with application in
particular in the field of public-key cryptography. The inven-
tion can be implemented in electronic devices such as chip
cards.

[0002] A complete public-key cryptographic system gen-
erally comprises an enciphering algorithm and a signature
algorithm. Such a cryptographic system can be implemented
for example in a chip card comprising in particular, in an
integrated circuit, calculation means programmed to imple-
ment the algorithms, and storage means for storing the
public keys and/or secret keys necessary for implementing
the algorithms.

[0003] A known algorithm used in public-key crypto-
graphic systems is the RSA algorithm (from Rivest, Shamir
and Adleman). It can be used for performing enciphering
operations and signature operations. In general terms, the
RSA algorithm consists of performing an operation of
exponentiation, by means of a public or private key, of a
message in clear formatted by means of an enciphering
function or a signature function, according to circumstances.

[0004] An enciphering method using the RSA algorithm
thus consists of formatting a message in clear m by means
of an enciphering function A, and then performing an
exponentiation of the result in accordance with the equation

C=flu(m)) = wm)]'mod N

where [ is an enciphering function, (N, e) a public key, and
f(x, N, e) the exponentiation function f(x, N, e) =x°* mod N.

[0005] The enciphered message c can then be deciphered
using once again the RSA algorithm, with the inverse
function £ (x, N, d) being a private key associated with the

public key (N, e).

[0006] A signature method using the RSA algorithm con-
sists in a similar manner of formatting a message in clear m
by means of a signature function p' and then performing an
exponentiation of the result in accordance with the equation:

s=f T Hum)I" mod v
[0007] whenpis a signature function, (N', d) a private key,
and ' (x, N', d') the exponentiation function ™' (x, N,
d)=x% mod N'.

[0008] The signature can then be verified once again using
the RSA algorithm, with the inverse function f(x, N, &), (N',
e") being a public key associated with the private key (N', d').

[0009] The exponentiation functions and the enciphering
or signature functions used in the cryptographic systems are
in general known. The security of the encrypting systems
therefore depend solely on the private and public keys used,
which it is essential to keep concealed.

[0010] The security thus depends in particular on the size
of the keys, which are chosen so as to be large. The numbers
N, N' are generally of large size, for examples 1024 bits, they
are equal to the product of two prime numbers N=p*q,
N'=p'*q'. The integer numbers d, d' depend on the numbers
N, N"and are also of large size. The integer numbers e, ¢' are
on the other hand often of small size.
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[0011] For reasons of security, the keys (N, ¢); (N, d) used
for the enciphering and the keys (N, '); (N', d")) used for
the signature are different.

[0012] A signature function ' is said to be secure if it is
not possible to create a signature s of a message m without
knowing the private key, even if signatures s1, s2 of message
ml, m2 are known. The functions p' used in the crypto-
graphic systems are constructed in order to satisfy this
condition.

[0013] A known function p' which is secure for signature
operations is the PSS (Probabilistic Signature Scheme)
function, described in particular in document D1 (M. Bellare
and P. Rogaway, The exact security of digital signatures—
How to sign with RSA, and Rabin, Proceedings of Eurocrypt
’96, LNCS vil 1070, Springer-Verlag, 1996, pp 399-416)
and in the standard PKCS#1 v2.1, RSA Cryptography Stan-
dard.

[0014] The PSS function is parameterised by integers K,
kO, k1 and uses two hashing functions:

H:{0, 1} {0, 1}1
G:{0, 1} {0, 1}

[0015] From a text in clear m of k-kO-k1 bits and a
random number r of kO bits, the function PSS produces:

PSS(m, r)=0s

[0016] with r a random parameter associated with the
function PSS, || the concatenation function, w=H(m |r), s=G
() B(m|r), and & the logic function XOR.

[0017] The signature s of the message m is then obtained
by exponentiation by means of the secret key (N, d):

S=APSS(m, 1)), N, d)=[PSS(m, »)]'mod N

[0018] A signature s can be verified by calculating:
Fs)=*mod N=ayffs

[0019] where ! is the inverse function of the exponen-

tiation function f.

[0020] Knowing the size of w and s (respectively ki bits
and k—k1 bits), m and s are deduced from ~'(s)-G(w) @ s is
calculated from o, s and G. As G(w) @ s=M||r, H(m||r) and
m are deduced from this in the end. Finally, w and H(m||r)
are compared. If H(m||r)=w, then the text in clear m is
returned, otherwise only an error message is sent back.

[0021] In a similar manner, an enciphering function p is
said to be secure if it is not possible to distinguish two
enciphered messages cl, c2 obtained from the function prand
two messages in clear m1, m2, even if one of the associated
messages in clear m1 or m2 is known. The functions p used
in the crytographic systems are constructed so as to satisfy
this security condition.

[0022] However, because the security criteria are not the
same for signature operations and enciphering operations,
the signature functions ' and the enciphering functions i are
not the same.

[0023] Consequently, in order to implement a complete
cryptographic system, able to encipher and decipher, it is
necessary to have means for storing two different functions,
more generally two different algorithms, and to have differ-
ent programmed calculation means for implementing them.
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The size of the resulting electronic circuit is obviously
proportional to the size of the algorithms to be stored.

[0024] To resolve the problem mentioned above, accord-
ing to the invention, one and the same formatting function
is used, both as an enciphering function and as a signature
function. More precisely, according to the invention, in order
to implement an enciphering method, the PSS function is
used, known moreover for implementing a signature
method.

[0025] Thus the invention concerns an enciphering
method comprising a step of formatting a message in clear
by means of a formatting function, and a step of exponen-
tiation of the result of the previous step by means of a public
key in accordance with the equation c=p(m)° mod N, ¢ being
an enciphered message, W(m) being the result of the format-
ting step, and e and N elements of the public key.

[0026] According to the invention, the formatting function
is the PSS function.

[0027] The PSS function is a secure function for encipher-
ing operations. This is because it is shown that the PSS
function is secure for enciphering operations, in the random
oracle model, as defined in D2: M Bellare and P Rogaway,
Random oracles are practical: a paradigm for designing
eflicient protocols. Proceedings of the First Annual Confer-
ence on Computer Communication Security, ACM, 1993.
Moreover, currently in the field of cryptography, the concept
of security in the random oracle model and the concept of
the highest security for real applications.

[0028] Thus, according to the invention, there is available
a secure function both for signature and enciphering opera-
tions.

[0029] The invention also concerns a cryptography system
comprising an enciphering method and a signature method,
both using the PSS function as a formatting function.

[0030] More precisely, the cryptographic system com-
prises:
[0031] a step of formatting a message in clear by the

probabilistic signature function (PSS), and then:

[0032] if an enciphering of the message in clear is
required, a step of exponentiation of the result of the
formatting step by means of a first key in accordance
with the equation c=p(m)° mod N, ¢ being an enci-
phered message, W(m) being the result of the formatting
step, and e and N elements of the first key, or

[0033] if a signature of the message in clear is required,
a step of exponentiation of the result of the formatting
step by means of a second key (N, d') in accordance
with the equation s=ii(m) d' mod N', s being a signed
message, [l(m) being the result of the formatting step,
and d' and N' elements of the second key.

[0034] Such a cryptographic system is advantageous com-
pared with known cryptographic systems since it requires
approximately half the means (in terms of programmed
calculation means and memory space in particular) in order
to be implemented.

[0035] According to one embodiment, the first key and the
second key are respectively a public key of a first pair of
keys and a private key of a second pair of keys.
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[0036] According to another, preferred, embodiment the
first pair of keys and the second pair of keys are identical.
In other words, the same set of keys is used, for implement-
ing both the enciphering method and the signature method.
It is shown in fact that deciphering a message, enciphered
according to an enciphering method using the PSS function
and a given set of keys, does not make it possible to obtain
sufficient information for signing a message (possibly the
deciphered message) according to a signature method using
the PSS function and the same set of keys. Symmetrically,
it is shown that obtaining information on the signature of a
signed method, according to a signature method using the
PSS function and a given set of keys, does not make it
possible to obtain information on a message in clear enci-
phered according to an enciphering method using the same
PSS function and the same set of keys.

[0037] The invention is in particular applicable to the RSA
cryptography algorithm, which is the algorithm mostly used
at the present time in the field of cryptography.

[0038] The invention also concerns an electronic compo-
nent comprising means programmed for implementing an
enciphering method as described above, using the PSS
function as a formatting function. The programmed means
comprise in particular a central unit and a program memory.

[0039] The invention also concerns an electronic compo-
nent comprising programmed means for implementing a
cryptographic system as described above, comprising an
enciphering operation or a signature operation, executed
alternately. The programmed means comprising in particular
a central unit and a program memory.

[0040] The invention is in particular advantageous for
applications of the chip card type, in which the components
used must be of the smallest possible size, and implemen-
tation of the methods which is as rapid as possible.

1. An enciphering method comprising a step of formatting
a clear message (m) by means of a formatting function (),
and a step of exponentiation of the result of the previous step
using a public key (N, e) in accordance with the equation
c=1(m) mod N, ¢ being an enciphered message, p(m) being
the result of the formatting step, and e and N elements of the
public key,

wherein the formatting function (1) is the PSS function.
2. A method according to claim 1, wherein the formatting
function p 1s defined by

W(m)=PSS(m)=0|s, with:

m, the clear text of k-k0-k1 bits, r a random parameter of
kO bits, k, kO, k1 being parameters of the formatting
function,

| a concatenation function
o=H(m|r)

s=Gw)®(m]r)

@ a logic function XOR, and

H, G two hashing functions

3. A method of enciphering a message using a probabi-
listic signature function defined according to the standard
PKCS #2 v 2.1, RSA cryptography standard as a formatting
function (1), comprising a step of formatting a clear message
(m) by means of the formatting function (u), and a step of



US 2006/0147039 Al

exponentiation of the result of the previous step by means of
a public key (N, e) in accordance with the equation c=p(m)®
mod N, ¢ being an enciphered message, j(m) being the result
of the formatting step, and E and N elements of the public
key.

4. A cryptographic method comprising:

a step of formatting a clear message (m) by the probabi-
listic signature function, and then:

if an enciphering of the clear message (m) is required, a
step of exponentiation of the result of the formatting
step by means of a first key (N, e) in accordance with
the equation c=p(m)° mod N, ¢ being an enciphered
message, [L(m) being the result of the formatting step,
and e and N elements of the first key, or

if a signature of the clear message (m) is required, a step
of exponentiation of the result of the formatting step by
means of a second key (N'd") in accordance with the
equation s=p(m)® mod N, s being a signed message,
w(m) being the result of the formatting step, and d' and
N' elements of the second key.
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5. A method according to claim 4, in which the first key
and the second key are respectively a public key of a first
pair of keys and a private key of a second pair of keys.

6. A method according to claim 5, in which the first pair
of keys and the second pair of keys are identical.

7. A method according to claim 4, in which the encipher-
ing is of the RSA type.

8. An electronic component coniprising a programmed
processor for implementing an enciphering method accord-
ing to claim 1, the programmed processor comprising a
central unit and a program memory.

9. An electronic component coniprising a programmed
processor for implementing a cryptographic method accord-
ing to claim 4, the programmed processor comprising a
central unit and a program memory.

10. A chip card comprising an electronic component
according to claim 8.

11. A chip card comprising an electronic component
according to claim 9.
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