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e Computing with large integers.
e Addition, multiplication.
e Division with reminder
e Modular exponentiation
e Probabilistic primality testing

Jean-Sébastien Coron Algorithms for Numbers and Public-key cryptography



Computing with large integers

@ Limited precision in C :
o int: 32 bits. Computing with values < 232,
o Computing with large integers :

e One represents the big integers in base B in an array.
e One implements addition, multiplication, division on big
integers.
o Existing libraries :
o GMP: www.swox.com/gmp
o NTL: www.shoup.net
@ Some parts written in assembly for better efficiency.
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@ Representing large integers :

e An integer is represented as an array of digits in base B, with a
sign bit.

k—1
a= :tz a,-Bi = :I:(ak_l . 30)5
i=0
with 0 < a; < B. If a # 0, we must have a;_; # 0.

@ Basis :

e One generally takes B = 2" for some v.
e One can also take B = 10.
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e Computing c = a+ b with a,b >0
o Let a=(ak—1...a0) and b= (bp—1...by) with k > ¢ > 1.
Ket ¢ = (ckck-1-.- )

carry < 0
fori=0to¢—1do

tmp < a; + b; + carry

carry < tmp/B; ¢; < tmp mod B
fori=/ftok—1do

tmp < a; + carry

carry < tmp/B; ¢; + tmp mod B
Ck < carry
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Substraction

o Computing c =a— b with a,b>0
o Let a=(ak—1...40) and b= (bg—1...bg) with k > ¢ > 1.
Let ¢ = (ckCk—1---0)
carry < 0
fori=0tof—1do
tmp < a; — b + carry
carry < tmp/B; ¢; < tmp mod B
fori=/¢to k—1do
tmp < a; + carry
carry < tmp/B; ¢; < tmp mod B

cx < carry
e If 2> b then ¢, = 0, otherwise ¢, = —1.
o If ¢, = —1, compute ¢’ =b—aandlet c:= —¢'.
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Multiplication

e Computing c =a- b with a,b >0
o Let a=(ak_1...30) and b= (by_1...by) avec k,£ > 1. Let
Cc = (Ck+571 . Co)

carry <0

fori=0to k+¢—1do
¢+ 0

fori=0to k—1do
carry < 0

for j=0to ¢ —1do

tmp < aj - bj + ciyj + carry

carry < tmp/B; ciyj < tmp mod B
Citg <— carry
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Division with remainder

] Leta:(ak,l...ao)g and b:(bgfl...bo)B witha> b >0
and bg,1750.
e Compute g and r suchthat a=b-qg+rand 0 <r < b.
e g=(gm-1---9o), With m:=k — £+ 1.

@ Algorithm overview:

r < a

for i = m— 1 downto 0 do
qi < r/(B'b)
rr—B.gi-b
output r

Jean-Sébastien Coron Algorithms for Numbers and Public-key cryptography



Division with remainder

@ Foralli,0<r< B’ b after step i
e Therefore, 0 < r < b eventually.
e How to compute q; = r/(B' - b)
e Test all possible values of 0 < g; < B

o Not efficient, except if B is small (e.g. B = 10).
e Possible to do much better
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Division with remainder

e Complete algorithm (for small B)

r< a

for i = m — 1 downto 0 do
gi <0

while r >= 10
r—r—B.b
gi<qi+1
gi<qi—1
r<—r+B"-b

output r
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@ For a € Z, let len(a) be the number of bits in the binary
representation of |a:

o len(a) = |logylal] +1ifa#0
o len(0)=1
@ Let a and b be two arbitrary integers

o We can compute a =+ b in time O(len(a) + len(b))

o We can compute a- b in time O(len(a) len(b))

o If b # 0, we can compute the quotient g and the remainder r
ina=b-q+rintime O(len(b)len(q))
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Modular exponentiation

b mod n.

@ We want to compute ¢ = a
o Example: RSA

e ¢ = m°® mod N where m is the message, e the public
exponent, and N the modulus.

@ Naive method:

e Multiplying a in total b times by itself modulo n
o Very slow: if b is 100 bits, roughly 2% multiplications !

Jean-Sébastien Coron Algorithms for Numbers and Public-key cryptography



Square and multiply algorithm

o Let b= ( . bp)2 the binary representation of b

e b= b 2
i=0
@ Square and multiply algorithm :
e Input: a, band n
e Output : a° mod n
e c+1
for i = ¢ — 1 down to 0 do
¢+ c® mod n
if b =1thenc<+c-a modn

Output ¢
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o Let B; be the integer with binary representation (by_1 ... b;)2
o Bi= Zlf_il by -2

j=

e Bi1=2-Bi+ b

@ Claim : let ¢; be the value of ¢ at the end of step i :

B;

ci=a mod n

o Claim is true for i = ¢ —1

© By_1=bi—1
@ ¢y 1=1ifby 1y =0and 1 =aifb_1=1
@ co_1 = a1 = aB1 mod n
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Analysis (2)

@ Assume that claim is true for J.
o Then ¢; = a% mod n

@ Ci_1 = (C,‘)2 mod n if b,',l =0

o ¢ 1=(c)?-a modnifb_;=1

a1 = (¢)?- a®1 mod n
Ci_1 = (aB")2 -aP1 mod n
Ci_1 a2 Bitbin — 3Bt mmod

@ The output value cis ¢ = ¢

Bo

e cg=a° mod nand By = b gives

c=a’ modn
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Primality Testing

@ Motivation for prime generation:

o Generate the primes p and g in RSA.

e p and g must be large: at least 512 bits.
@ Goal of primality testing:

e Given an integer n, determine whether n is prime or composite.
@ Simplest algorithm: trial division.

o Test if nis divisible by 2, 3, 4, 5,... We can stop at \/n.

o Algorithm determines if n is prime or composite, and outputs

the factors of n if n is composite.
e Very inefficient algorithm

@ Requires around +/n arithmetic operations.
o If n has 256 bits, then 2'% arithmetic operations. If 23
operations/s, this takes 10%? years !
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Probabilistic primality testing

@ Goal: describe an efficient probabilistic primality test.

o Can test primality for a 512-bit integer n in less than a second.
@ Probabilistic primality testing.

e The algorithm does not find the factors of n.

e The algorithm may make a mistake (pretend that an integer n
is prime whereas it is composite).

o But the mistake can be made arbitrarily small (e.g. < 2719,
so this makes no difference in practice.
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Distribution of prime numbers

@ Let m(x) be the number of primes in the interval [2, x].
@ Theorem (Prime number theorem)

o We have 7(x) ~ x/ log x.
e Fact (approximation of the n-th prime number)

o Let p, denote the n-th prime number. Then p, ~ n-logn.
More explicitely,

nlogn < p, < n(log n+ loglogn) forn>6
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The Fermat test

@ Fermat’s little theorem
e If nis prime and a is an integer between 1 and n — 1, then
a"'=1 mod n.
o Therefore, if the primality of n is unknown, finding
a € [l,n— 1] such that a"~! # 1 mod n proves that n is
composite.

@ Fermat primality test with security parameter t.

Fori=1to t do
Choose a random a € [2,n — 2]
Compute r = a"~! mod n
If r # 1 then return “composite”
Return “prime’

o Complexity: O(t - log® n)
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Analysis of Fermat's test

o letl,={ac[l,n—1]:2a""1=1 mod n}
@ Theorem:
o If nis prime, then L, = Z}. If nis composite and L, C Z},
then |L,| < (n—1)/2.
@ Proof:

o If nis prime, L, = Z} from Fermat.
e If nis composite, since L, is a sub-group of Z} and the order

of a subgroup divides the order of the group, |Z%| = m- |L,|
for some integer m.
1 .. 1., n-1
Lol = 23] < 5125 < *
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Analysis of Fermat's test

@ If nis composite and L, C Z}

o then a"~! =1 mod n with probability at most 1/2 for a
random a € [2,n — 2].

o The algorithm outputs “prime” wih probability at most 27¢.

@ Unfortunately, there are odd composite numbers n such that
L, =7Z3.

e Such numbers are called Carmichael numbers. The smallest
Carmichael number is 561.

e Carmichael numbers are rare, but there are an infinite number
of them, so we cannot ignore them.
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The Miller-Rabin test

@ The Miller-Rabin test is based on the following fact:

Let n be a prime > 2, let n—1=2°.r where r is odd. Let a
be any integer such that gcd(a, n) = 1. Then either a" =1

mod nor a®" = —1 mod n for some j, 0 <j <s—1.
@ Proof:
e Since n is prime, a" 1 =1 mod n, therefore a*2 =1 mod n

Consider jo the minimum 0 < j < s — 1 such that a?" =1
mod n. Let 3:=a"?" mod n

Then 82 = 1 mod n. We must have 8 = £1 because a
polynomial of degree 2 has at most two roots over Z, for n
prime.

If jo=0, then " = £1 mod n
If jo > 0, then we must have a
would not be the minimum).

r2® = _1 mod n (instead jo
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The Miller-Rabin test

Write n —1=2°-r for odd r.
Fori=1to t do
Generate a random a € [2,n — 2]. Let 5 < a" mod n.
If 3#1and 8 # —1do
j+ 1
While j <s—1and 8 # —1 do
Let 8 < A% mod n
If 3 =+1 return “composite”
j—j+1
If 8% —1 return “composite”
Return “prime”

Jean-Sébastien Coron Algorithms for Numbers and Public-key cryptography



The Miller-Rabin test

o Property
e If nis prime, then the Miller-Rabin test always declares n as
prime.
e If n > 3 is composite, then the probability that the

Miller-Rabin test outputs “prime” is less than (%)t

@ Most widely used test in practice.
o With t = 40, error probabitility less than 2789, Much less than
the probability of a hardware failure.

o Can test the primality of a 512-bit integer in less than a
second.

o Complexity: O(log® n)
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Prime number generation

@ To generate a prime integer of size /¢ bits

o Generate a random integer n of size £ bits

o Test its primality with Miller-Rabin.

e If nis declared prime, output n, otherwise generate another n
again.
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