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@ Basics of number theory for public-key cryptography
e GCD

Euclid’s algorithm

Euclid’s extended algorithm

Modular arithmetic.
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GCD

@ Common divisor :
e Let a, b be two integers. A common divisor of aand b is an
integer m such that mja and m|b.
@ GCD.
o GCD of two integers a and b is the greatest common divisor
of aand b.
e If d = GCD(a, b), then for all m such that m|a and m|b, we
have m|d.
@ Example
e GCD(9,6) =3
e GCD(7,5) =1.
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Euclid’s algorithm

@ Euclid’s algorithm :
e Input: g, b.
o Letp=aandr, =b.
e For i > 0, one defines the sequence (r;) and (g;) such that :

li=qi- liy1 + lige

where g; and r; o are the quotient and remainder of the
division of r; by i1

@ The exists k > 0 such that r, = 0.

e Then GCD(a, b) = rc_1.
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@ Leta>0and b >0.
e If b=0,then GCD(a, b) = GCD(a,0) = a
o Otherwise,leta=b-q+rwith0 <r < b.
e Then GCD(a, b) = GCD(b,r).
e (b,r)islessthan (a,b).
@ GCD(a,b) = GCD(b,r)
e If dlaand d|b, then d|r, and then d|GCD(b, r). Then
GCD(a, b)|GCD(b, r).
e If d'|band d'|r, then d’|a, and then d’'|GCD(a, b). Then
GCD(b, r)|GCD(a, b).
e Then GCD(a, b) = GCD(b,r).
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Basic Properties of Integers

Theorem (Fundamental theorem of arithmetic)
Every non-zero integer n can be expressed as

n:ipie1...pff

where the p;’s are distinct primes and the e; are positive
integers. Moreover the decomposition is unique, up to
reordering of the primes.

@ Proof: existence is easy by recursion; unicity: see any
standard textbook.
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Basic Properties of Integers

Theorem (Division with remainder property)

For a,b € Z with b > 0, there exist unique q, r € Z such that
a=bg+rand0<r<b.
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Congruence

@ Definition
o Letn>0,and a,b € Z.
ais congruentto b if n|(a — b).
a= b (mod n).
nis called the modulus.
Should not be confused with the mod of Euclidean division.

Let n > 0. For any integer a, there exists a unique integer b
such that a= b (mod n) and 0 < b < n, namely b := a mod n.
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Examples and properties

@ Examples :

e 2=8 mod 3 since 3|(8 — 2).
e 12=2 mod 5 since 5/(12 — 2).

@ Properties :

a=»>b
a=a
a=b>b
a=b>b

mod ne dkeZ,a=b+k-n.

mod n

mod n=b=a mod n

mod nand b= c¢ mod nimpliesa=c mod n
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@ Addition and multiplication
o lfa=4a modnandb=b mod n, then
ea+b=4a+b modnanda-b=4a -b mod n.
@ When computing modulo n, one can substitute to x a value
x" congruent to x modulo n.
e Computing awith0 < a< 8suchthata=83-72 mod 7.
e First solution: 83 - 72 = 5976
a=>5976 mod 7 = 5.
@ Second solution: 83 =6 mod 7,72=2 mod 7,
83.-72=6-2=12=5 mod 7.
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Multiplicative inverse

@ Multiplicative inverse :

e Letn> 0and ac Z. Aninteger & is a multiplicative inverse
of amodulo nifa-a =1 mod n.
@ Theorem :
o Let n,a e Z with n > 0. Then a has a multiplicatif inverse
modulo n iff PGCD(a, n) = 1.
e Proof (=)
o If 2 is a multiplicative inverse of a modulo n, then a- a' = 1
mod n.
@ Letke Zsuchthata-a =1+ k-n.
e If dlaand d|n, then d|1. Therefore PGCD(a, n) = 1.
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@ A multiplicative inverse of 5 modulo 7 is 3 because
3:5=15=1 mod7

@ 2 has no multiplicative inverse modulo 6 :
@e2-1=2 mod6

mod 6

mod 6

mod 6

mod 6
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Euclid’s extended algorithm

@ Euclid’s extended algorithm
o Leta,beZand d = PGCD(a, b).
e Computes s,t € Zsuchthata-s+b-t=d.
@ Multiplicative inverse.
o Let a,nwith n> 0and PGCD(a,n) = 1.
e With Euclid’s extended algorithm, one computes s, t such

that
a-s+n-t=1

@ Thena-s=1 modn
e sis one multiplicative inverse of a modulo n.
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Euclid’s extended algorithm

@ Euclid’s extended algorithm, for a> 0 and b > 0.
Two additional sequences u; and v;.
rn=aandr =b.
Fori>0,letri=q;- riy1 + riz2
Up:=1, vo:=0, uy :=0, vy :=1and fori > 2, one defines
U=U-2—Q2 U-rand V=V, 2 — Q2 V1.
@ There exists k > 0 such that r, = 0.
e Then F’GCD(&7 b) ="Ik_1=Ug_1-a8+ Vk_1-b.
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@ We always have r,=u;-a-+v;-b.

e Trueforpr=a=1-a+0-b.
e Trueforrr=b=0-a+1-b.
e lfrio=uji_»>-a+vi_o-bandri_y =uj_1-a+ Vvi_y- b, then:

u-a+vi-b = (U_2—Qi—2-Ui—1)-a+
(Vice —Qi—2-Vi—1) - b
li—2 — Qi—2 - i1
= 7
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Modular arithmetic

@ Let aninteger n > 1 called the modulus.
@ Modular reduction
e r:=a mod n, remainder of the division of a by n.
e 0<r<n
e Ex:11 mod 8=3,15 mod 5 =0.
@ Congruence:
a=b mod nif nj(a—b).
a=b mod niif aand b have same remainder modulo n.
Ex: 11 =19 mod 8.
If r.-=a mod n,thenr=a mod n.
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Modular arithmetic

@ Ifag=by mod nand a; = by mod n
@ ag+a=by+b; modn
@ 4y — &4 Ebo—b1 mod n
@ a-a =by-by modn
@ Integers modulo n
e Integers modulo nare Z, ={0,1,...,n— 1}
e Addition, subtraction or multiplication in Z, is done by first
doing it in Z and then reducing the result modulo n.
e For example in Z7:
©6+4=33-4=6,3-6=4.
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