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@ Modular exponentiation
@ The square and multiply algorithm
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Modular exponentiation

@ We want to compute ¢ = a? mod n.
o Example: RSA

@ ¢ =m°® mod N where m is the message, e the public
exponent, and N the modulus.

@ Naive method:

@ Multiplying a in total b times by itself modulo n
@ Very slow: if b is 100 bits, roughly 2% multiplications !
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Square and multiply algorithm

@ Letb = (by_;1...Dbp), the binary representation of b

0—1 )
ob=> b 2
i=0
@ Square and multiply algorithm :
@ Input: a,bandn
@ Output: a® mod n
ec+1
fori = ¢ — 1 down to O do
¢+ c2 modn
if by =1thenc < c-a modn
Output c
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@ Let B; be the integer with binary representation
(b1 ...bi)2
° Bi=Y b 2
@ Bi_1=2-Bi+bi_;
@ Claim : let ¢; be the value of c at the end of step i :

ci=a% modn
@ Claimistruefori=/¢-1
® By =byg

@Ccp1=1 if b[,1 =0 and Ci—1=a if b[,;L =1
@ ¢,y =a1t=a%"1 modn

Jean-Sébastien Coron Mathematics and Cryptography



Analysis (2)

@ Assume that claim is true for i.
@ Thenc; =a% modn
@ ci_1=(c)? modnifb_; =0
@ c_1=(c)?-a modnifb_; =1

ci_1 = (c¢)?-aP* modn
c_1 = (a¥)?-aP* modn
Ci_y = a’Bthi-1—3aB-1 modn

@ The outputvalue cisc = ¢g
@ cop = aP> mod nand By = b gives

b

c=a modn
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